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410 Series IPPhone

1. Getting Started

About

SayHi 410 SERIES is a next-generation 4-line SIP phone, 4 dynamic context-sensitive soft
keys, 12 programmable hard keys, and dual 10/100Mbps auto-sensing Ethernet ports with
integrated PoE. The 410 SERIES offers excellent voice PSTN, FXS, Record Port, security
protection for privacy.

The 8 programmable speed-dial keys enable one-button access to office personnel and it
create one-button access to indispensable telephony features including conference, voicemail,

transfer, etc.

Features

240*160 graphic LCD

4 VoIP accounts

HD Voice: HD Codec

BLF, XML Phonebook

Headset, PoE, 2xRJ45

4 Expansion Modules(ESM32) 128 keys
8 Programmable keys

Support Plug and Play

Support PoE and AC power adapter

Technical Parameter

Item 410 SERIES
Screen 4-level Gray scales LCD with background light
240*160 pixel
Language Multi-Language (CN/EN/Spain/Portugal/Poland/Turkey/French/Italy etc.)
Line 4

Function Keys | 4 Soft keys,4 Line keys(dual-color LED)

6 Navigation keys(arrow button, OK button, C button)
Volume adjust, Hands-free, Mute, Headset, Message,

Menu, Directory, Service, Hold, Redial, Conference, Transfer
VoIP Protocol SIP 2.0

Network HTTP, BOOTP, TFTP, *IEEE 802.1Q, *IEEE 802.1X
Protocol
Codec PCMA,PCMU, G.722 ,G.729 A,G.723.1(5.3Kb/s, 6.4Kb/s),iLBC
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QoS TOS, Jiffer Buffer, VAD, CNG, G.168 (32ms)
Hands-free model available by Full-duplex

Voice ]
Separated 9 Level Volume Adjustment

Network 2xRJ45 10/100M Ethernet Interfaces (LAN/PC)
IP Assignment: static [P, DHCP, PPPoE

PC port support Bridge and Router

DNS SRV,STUN, VPN(L2TP), VLAN/QoS
STUN,DTMF(In-band/RFC2833/SIP INFO)

Always Forward, Busy Forward, No-answer Forward

Hotline line (Immediately/Delay)

Call Waiting, Call Queuing

Call Forward, Call Transfer, Call Holding, Call Pickup, *Callback
Redial

Phone directory speed dial, Call record direct dial

Function APP

3-way conference

DnD, Blacklist, SMS

Voice mail, Voice Prompt, Voice Message

P2P(Peer-to-Peer)

Call Transfer, Call Pick-Up, Network-Meeting, DND, Call Waiting, Call
Hold.Call Barring, Call Back On Busy, Anonymous Call ,Intercom, Paging

PBX

Expansion EXT: ESM32 programmable key module

Interface SOR: FXS, FXO, Record

Application LDAP

Enterprise phone directory, download with server, and it support 800

contacts

Public phone directory

XML Phonebook : Search /Input/ Out put

Private phone directory: input/output 300 contacts, every contact can save 3
numbers and the size of number is 19 byte.

Call History: Miss Calls /Received Calls/Dialed Calls.

Voice Message, Voice Mail Box, Light of Message.

Ringing Update, Input, Del,

*we also support to order the other APP.

Login the website by password

Login the LCD by password

Signaling encryption(RC4)

Media encryption(RC4)

VPN, 802.1X, VLAN QoS(802.1pq), *LLDP
TLS, MD5,AES, ROOT/USER Management
Upgrade: HTTP/TFTP/FTP Auto-provision/TR069
Management | Configurations: Phone/Http/Auto provision/TR069
Debug: Telnet/Phone/Web

Power Supply | Power adapter: AC 100-240V input and DC 12V/1A output
PoE (IEEE 802.af) ; USB(Standard DC 5V)

Security
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Specification Infineon Chipset

Storage Temperature: 0°C-60 C

Operating Humidity: 10%-90%

Size 254mm*205mm*87mm

CE. FCC. RoHS. Avaya. Broadsoft. Alcatel. Yeastar. Digium. Metaswitch
etc.

Certifications

Note: “*” Sign means function has not been published yet.
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2. Connecting Your Phone

Your system administrator will likely connect your new SayHi 410 SERIES IP Phone to the
corporate IP telephony network. If that is not the case, refer to the graphic and table below to
connect your phone.

1) Open the box 410 SERIES IP Phone; carefully check the packing list, Packing List as

follows:

Item Counts
IP Phone

Handset

Handset Cord
Power adapter
RJ45 cable

Quick Installation
Quick User Guide
Product certification | 1
2) As shown in figure 2.1 and figure 2.2, Please plug Handset Cord into RJ11 interface(IP
Phone and Handset), RJ45 cable into the LAN interface; IP Phone will automatically start if IP
Phone with POE function.

3) The phone must work together with power adapter without POE support.

—_ = = = = = =

4) Connect your computer to PC interface of the phone with cable.
* More detailed description please refers to the 3.Phone overview-Understanding phone

buttons and hardware.

Figure 2.1 Interfaces of SayHi 410 SERIES

PG LAN
EXT SOR

1 1
LJ L

—
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Figure 2.2 Footstand of 410 SERIES

5) If you want to connect an ESM (Expansion Module), you could connect it (any interface) to the
EXT interface on the phone with a RJ-45 cable (a straight-through cable), and the second ESM
can be connected to the first one too. It supports 6 ESMs.
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3. Phone overview

Understanding Buttons and Hardware

From figure 3.1 to figure 3.2,you can understand buttons and hardware about SayHi 410 SERIES.

Figure 3.1 SayHi 410 SERIES overview

-
fLr> A dAd A A d 4 L
', -3

——
J I3

£/
l""
4141071

Num | Buttons Description

1 Headset button: Toggles the headset on or off
.

&= Red means the feature is enabled.

2 E Mute button: Toggles the Mute feature on or off.

&= Red means the feature is enabled.

3 (= Message button: Typically auto-dials your voice message service.

&= Red means have unread voice mail.

4 SERVICE Service button: Open or Close the Services menu.
5 DIRECTORIES | Directories button: Use it to access call logs and corporate
directories.
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6 MENU Menu button: Allows you to scroll through menus.

7 Volume button: Controls the volume and other settings.

8 CONFERENCE | Conference button: Connect calling / called party to the conference
9 REDIAL Redial button: To Redial the last number.

10 TRANSFER Transfer button: Transfer redirects a connected

11 HOLD Hold button: Put a call on hold

12 0-9, *, # Basic Call Handling: Press “#” send out a call(default)

13 Speaker button | Speaker button: Toggles the speakerphone on or off.
1) () Red, flashing: There is an incoming call.

2) () Red, steady: Pick up and enter normal call.

14 Line buttons Select the phone line (Call or Answer) ;
Different colors for different status:
1) () Red, flashing: There is an incoming call.

2) () Red, steady: Pick up and enter normal call.

3) Yellow-green, flashing: Holding call.
4) Yellow-green, steady: Active call.
15 Softkey Each displays a softkey function, To activate a softkey, press the
softkey button.
16 Programmable Hotline number can be used to bind in order to achieve speed dial;
Buttons Turn on BLF:

1) &9 Red, steady: Remote line is busying.

2) &9 Yellow-green, steady: Remote line is idle.

17 C Back button: Return to the standby interface;
18 Navigation “Down”: Open “Missed Calls” list:
button “Left”: Open “Received Calls” list;

“Right”: Open “Dialed Numbers” list

19 OK OK button: To confirm the action;
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20 Hands-free Hands-free voice of the output.

speakerphone
21 LCD screen 480*160 pixel Color high-definition display.
22 Status light &= Red flashing: There are incoming call;

&= Red, steady: Missed Calls, or phone busy;

23 Hands-free Hands-free voice of the output.

microphone

Figure 3.2 Interfaces of SayHi 410 SERIES

Num Hardware functions

1 Foot stand Hold up phone

2 Foot stand button Press buttons at the same time to adjust the angle
3 Reserved for USB port | Enhanced scalability

4 Microphone port Connect the Microphone

5 Headphone port Connect the Headphone

6 Power port 12VDC
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7 Headset port Support RJ11 interface connection
8 Handset port Connect the Handset
9 Reserved port Enhanced scalability:
1) EXT: ESM interface;
2) SOR: S-FXS O-FXO R-record
10 LAN port Connect to a LAN interconnecting device
11 PC port Connect to a local PC

Understanding Phone Screen Features

This is what your main phone screen might look like with an active call:
Figure 3.3 LCD of SayHi 410 SERIES

(D———n

Newlal

Redial

Num | Screen Functions

1 Time and Data Display current time and data

2 Service status AA: Auto-answer turned on

3 Call activity Displays calls per line, including caller ID, for the highlighted line.
Area

4 Missed calls tips | Show the number of missed calls.

5 Line status/

Speed Call

8001 %
1) : Line is not successfully registered to a SIP

server

8001 g o .
2) : Line is successfully registered to a SIP server

Escene Communication
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2 a
3) el l : DND turned on in this line

6 Soft key labels Each displays a soft key function. To activate a soft key, press the

soft key button.
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4. Basic Call Handing

You can perform basic call-handling tasks using a range of features and services. Feature

availability can vary; see your system administrator for more information.

Note: The bold type of the following text and following a “button” in table signifies the phone's

button (for example, OK button), and the signifies softkey.

Placing a Call

Here are some easy ways to place a call on SayHi 410 SERIES IP Phone: :

If you want to... Then...
Place a call using the | Pick up the handset; --1) Hear the dial tone;
--2) The first line light;
handset --3) Enter number;
Place a call using a Press Speaker button; —4) Press “#” button(default);
Speakerphone or Line buttons; or press send ;
= or wait five seconds(default)
or IEREGET > Then send the call;
Place a call using a Press Headset button.
headset
Redial --Press REDIAL button to dial the last number
-or press Navigation button-Right > “Dialed number”, select a

number, and press or OK button.
Dial from the --1) Press MENU or OK button > “Call history”, you can select
Directory on your “Missed calls”, “Received calls” and “Dialed numbers”,
phone - or press Navigation button (in Standby interface) > select

“Missed calls” (down), “Received calls” (left) and “Dialed

numbers” (right) );

--2) Then press OK button or .

Place a call while --1) Press Hold button or ;
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--2) Enter a number;
--3) Press ‘#’ button (default) ;

Another call is active

-0r press to send the number.

Tips

* You can dial on-hook, without a dial tone (pre-dial). To pre-dial, enter a number, and then go

off-hook by lifting the handset or pressingAENN Headset or Speaker button.

* If you make a mistake while dialing, press C button to erase digits.

Answering a call

You can answer a call by simply lifting the handset, or you can use other options if they aer
available on SayHi 410 SERIES:

If you want to... Then...
Answer with a | —-1) Your phone ring; --Pick up the handset
--2) Line button of the ringing
handset line is Red&== and

flashing, Light strip is
Red&= and flashing;

Answer with the --Press Speaker button

speakerphone -or press the Line button flashing
(Non-headset Red&===
mode s

) or press HREE
Answer with the a --Put on headset, press Headset button
headset so that the status light is Red &=

and then do as using speakerphone

Switch from a | --1) Another Line button is Red & and flashing, Light strip is

connected Call to | Red& and flashing;

answer a ringing --2) Press the flashing &8 Line button to answer (at this time, the
call original call will be hold.)
Auto-answer --1) Press MENU or OK button > “Function setting” > “Auto answer”;

--2) Select “Enable”;

--3) Your phone answers incoming calls automatically after a few rings.
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Ending a Call

To end a call, simply hang up, here are some more details:

If you want to... Then...

Hang up while using the | --Return the handset to its cradle,

Handset

-0r press

Hang up while using the | -Press Speaker button that is Rede,

Speakerphone -or press Line button for the appropriate line,

-0r press

Hang up while using the | --Press Handset button, (Do not keep the headset mode) ,

Headset

-0r press (keep the headset mode)

Hang up one call, but

--Press

preserve another call on
-or refer to the above three methods

the other line

Using Hold and Resume

You can hold and resume calls. You can take a call in one line at anytime, and the other lines
would be hold. As a result of that, you can switch different calling line on our phone.

If you want to... Then...

Put a call on hold --Press HOLD button,

Hold a line and switch to | Press another Line button for the appropriate line

another line

Resume a call on current line | ---Press appropriate line button

Release a call on different | Select the line want to release hold, press the line, so recovery;

line
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Tips
* Engaging the Hold feature typically generates music or a beeping tone.

* A held call is indicated by the Yellow-green and flashing Line button.

Transferring Calls

Transfer redirects a connected call. The target is the number to which you want to transfer the

call,

If you want to... Then...

Talk to the transfer

--1) Press TRANSFER button or press

recipient before
--2) Enter number;

transferring a call —-3) press “#” (default)

(consult transfer)

~or press MMGLLCINN then transfer the call,

-or wait five seconds(default)then transfer the call

Transferred to idle

--1) Press TRANSFER button or

lines or other numbers
--2) Press ;

without talking to the

--3) Enter number;

--4) Press “#” (default)

transfer recipient

(Blind transfer)

-0T press 2B then transfer the call;

-or wait five seconds(default)then transfer the call

Blind transfer to the

--1) Press TRANSFER button or press
held line

--2) Press the Line button of held line

Using Mute

With Mute enabled, you can hear other parties on a call but they cannot hear you. You can use
mute in conjunction with the handset, speakerphone, or a headset.

If you want to... Then...
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Toggle Mute on Press Mute button, then the button is Red &=

Toggle Mute off Press Mute button, then the button light off

Do Not Disturb

You can use the Do Not Disturb(DND)feature to block incoming calls on your phone with a busy

tone(Can also be set to their voice mail or other extension numbers, etc.).

If you want to... Then...

Enable global DND ;
g ~-1) Press D :

--2) All enabled line on the phone would changes to

2002

status.

Enable DND on a | Press MENU or OK button > “Function setting” > “DND” > (select

single line line) “Enable”

Disable DND .
--Global DND enabled, press IND to disable global DND;

--Line DND enabled, press twice INT i

-or press MENU or OK button > “Function setting” > “DND” >(select

line) “Disable”

3-way Conference

You can establish a three-party conference, during the conversation three phone parties can
communicate with each other.

If you want to... Then...

Invite the transfer recipient into a | --1) When the transfer recipient answer the call, press
conference in a transferring CONFERCENCE button or CONF soft key on your

phone;

--2) Then the held one, transfer recipient and you will be
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into a conference.

Invite the third party into a | --1) Press CONFERENCE button or CONF soft key in an
conference in a active call active call;

--2) Enter the third party number;

--3) After connected the third party, press CONFERENCE

button or CONF soft key again

establish a conference with held | --1) when one phone line is holding on and the other line is
line busy;
--2) Press CONFERENCE button,
-or Press CONF soft key
--3) press the held line's Line button, the 3-way Conference

will establish.

Expansion Installation

If you want to... Then...
Expansion installation | --1) Press MENU or OK button > “Function setting” > “expansion
installation”,

--2) if you want to install expansion, please according to tips to

do ,after you install , press ”finish”.

Expansion Settings

If you want to... Then...
Expansion setting --1) Press MENU or OK button > “Function setting” > “expansion
installation”,

--2) choose which you want to set “expansion”
--3)choose which you want to set “ programmable keys “
--4)you can set :
Mode: Speed Dial. Asterisk BLF. Speed Dial Prefix.BLADTMF
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Account :choose account which you want to set

Name: give it a name which you want

Number: set your expansion number

Time & Date

If you want to... Then...
Time & Date --1) Press MENU or OK button > “Function setting” > “time &
date”,

--2)you can select :
SNTP: select “enable to set parameter: time .server .daylight
SIP server: select “enable ” to set parameter: root can modify
date .

manual Settings: select “enable "to set parameter: date and time

VOIP Call Forwarding

If you want to... Then...

Unconditional transfer --1) Press MENU or OK button > “Function setting” > “voip call
forwarding”;

--2)select “unconditional transfer”, select enable.

--3)input number which you want to transfer, when have a call

in ,it will unconditional transfer.

Busy transfer --1) Press MENU or OK button > “Function setting” > “voip call
forwarding”;

--2)select “busy transfer”, select enable.

--3) input number which you want to transfer, when have a call in

conversation ,it will transfer.

--1) Press MENU or OK button > “Function setting” > “voip call
No answer transfer forwarding”;
--2)select “no answer transfer”, select enable.

--3) input number which you want to transfer, when have a call in

but you don’t have time to answer ,it will transfer.
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5. Advanced Call Handling

Speed Dialing

Speed dialing allows you to enter an index number, press a button, or select a phone screen item to

place a call.

If you want to...

Then...

Set up Speed Dials

on your phone

--1) Press MENU or OK button > “Function setting” > “Hot line keys”;
--2) You can configure twelve speed dial numbers on the SayHi 410
SERIES IP Phone;
--3) Press OK button or OPT. to set and modify:
-Mode:
-Speed dial: Speed dial mode
-Asterisk BLF: In the Speed dial based on the increase in BLF
(Busy line detection) function
-Account: Speed Dial hot keys using the account
-Name: Description of this hot-key,

-Number: Need to speed dial numbers

--4) Press Save to save the changes

Using the phone book

You can store a large number of contacts in your phone's directory. You can add, edit, delete, dial,

or search for a contact in this directory.

If you want to...

Then...

Add Contacts

--1) Press DIR,
-or press MENU button > “Phone book”,
-or press Directories button > “Phone book”;

--2) Press OPT.;

--3) Select “Add contact”, press OK button or UK

9

--4) Use the navigation keys to select content, press OK button or OPT.
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to set and modify:
-Name: set the name of contact,
-NO.1-5: you can set up 5 contacts’ numbers,
-Group: the contacts be divided into different user’s groups

--5) Press Save soft key to complete

Add group

--1) Press DIR soft key,
-or press MENU button > “Phone book”,
-or press Directories button > “Phone book”;

--2) Press OPT. soft key;

--3) Select the “add group” then press OK button or UK ;
--4) Use the navigation keys to select content, press OK button or OPT.
to set and modify:
-Group name: name of the group

-Description: description of the group

--5) Press Save soft key to complete

Modify group

--1) Press DIR soft key,

-or press MENU button > “Phone book”,

-or press Directories button > “Phone book”;
--2) Press OPT. soft key;

--3) Select the “Modify group” then press OK button or press

0K .

--4) Select the group you want to modify, press the OK button or OPT.

to set and modify, press Save to save the change

Delete group

--1) Press DIR soft key,
-or press MENU button > “Phone book”,
-or press Directories button > “Phone book”;

--2) Press OPT. soft key;

--3) Select the “Delete group” or OK button or 0K ;

Escene Communication
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--4) Select a group you want to delete, press OK button or UK

View/Edit Contacts

--1) Press DIR soft key,

-or press MENU button > “Phone book”,

-or press Directories button > “Phone book”;
--2) Select “View ALL”,

-or select a contact who are belong to different group;

--3) Select the contact, press the OK button or f1ew (to edit

the contact’s information, press OK button or OPT.)

LDAP

--1) --1) Press DIR soft key,
-or press MENU button > “Phone book”
-or press Directories button > “Phone book”

--2)Select “LDAP”, press the OK button.

--3)Select “Search name->name”, then input the name ,and press OK
or Del.

--4)Select “Search number->Number”, then input the number ,and
press OK or Del.
Pay attention: before you use LDAP function, you need to configure

LDAP rule in the web configure page.

Call from phone

book

--1) Press DIR soft key,

-or press MENU button > “Phone book”,

-or press Directories button > “Phone book”;
--2) Select “View ALL”,

-or select a contact who are belong to different group;

--3) Select a contact, then press ,

(If there are multiple numbers of one contact, press to

enter the interface of “call options”, select the one you want to call and

press )

Escene Communication
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Modify the relative | --1) Open your web browser, enter the “web” interface. (For details, you
account of a contact | can refer to 7. Web Settings.)

--2) Open “Contact” > “Phone book”, select the contact who are needed
to be modified, click 4

--3) Select the account in the drop-down column of the account, click

“Submit” to complete it.

Using Call Logs

Your phone maintains records of your missed, placed, and received calls.

If you want to... Then...

View your call logs | --1) Press MENU button > “Call history” > “Missed Calls”, “Received
Calls”, or “Dialed numbers”

--2) Use the navigation keys to view the call record information.

Dial from a call log | Please refer to the previous part 4. Basic call handing — Placing a call.

Erase your call logs | --1) If you want to delete a call record, you have to select this record
Del

from the logs and press ;

--2) If you want to delete an entire call record list, you have to select

this record list from the logs and press Delill
Tips

* Each call log store up to 20 entries on SayHi 410 SERIES IP phone.

www.escene.cn/en/

Escene Communication



410 Series IPPhone

6. Keypad Instruction

SayHi series IP phones are can be configured in two ways. The first you can use the phone keypad
where you can settings for you IP phones, the other you can log in to User Options web pages
where you can settings for you IP phones.

Use phone keypad to setting. Press MENU or OK button to the main menu, Use the navigation

keys to select menu, press OK button to confirm menu selections, press C button or Del

to delete input information.
Language

SayHi 410 SERIES IP Phone supports Simplified Chinese and English.

If you want to... Then...

To change the language | --1) Choose “System setting” > “Phone setting” > “Language”;
via phone interface --2) Scroll through the list of available languages.

--3) Press OK button or OPT. when the desired language is

highlighted. The language appears on the graphic display will be

changed to the one you chose.

SIP Account Settings

SayHi 410 SERIES series IP phone make calls based on sip accounts, SayHi 410 series IP phones
can support 8 independent SIP account, each account can be configured to different SIP server.

If you want to... Then...

Create an sip account | --1) Choose “System setting” > “Advanced setting”;
--2) Enter the password required (The default is 159357) ;
--3) Choose “SIP” > “Account sip”;
--4) Choose one of the account you want to setting, you can configure
the following parameters
-Enable account*: choose Enable

-Display Name: The name displayed on the screen
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-User Name*: the account matched with the SIP server.
(extension number),

-Authen usr: the Authenticated users matched with the SIP
server. (The default With the same account)

-user pwd*: the user password matched with the SIP server

-Description: description of this account,

-SIP1*: the primary SIP server, By default all calls through the
server,

-SIP2: the secondary SIP , When the primary server is

unavailable ,use the SIP server

-Refresh time: Registration refresh interval, the minimum value
is 20 The default value is 3600.

--5) Set up the above parameters, Press Save soft key to saves
settings, Complete the account creation;

* Note: the parameters with the * mark must be set.

Disable sip account --1) Choose “System setting” > “Advanced setting”;
--2) Enter the password required (The default is 159357) ;
--3) Choose “SIP” > “Account sip”;

--4) Choose “Enable account” > “Disable”;

--5) Press Save soft key

Network Setting
If you want to... Then...
network setting --1) Choose “System setting” > “Advanced setting”;

--2) Enter the password required (The default is 159357) ;
--3) Choose “Network”, you can configure the following parameters:
-Type: static IP or DHCP

-IP: enter IP address , Note: Do not duplicate the ip address with
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other devices on the network

-Mask: enter appropriate sub mask

-GW: enter appropriate gateway

- DNST1: enter IP address of the primary DNS server

- DNS2: enter IP address of the secondary DNS server

-Web port: the default Web port is 80,if you change it(for example
change it to 88),you must use IP and Web port to login the web page (for
example http://192.168.0.200:88).1t will take effect on next reboot.

-Telnet port: the default Telnet port is 23,if you change it(for
example change it to 2003),you must use IP and Telnet port to login the
manage page (for example telnet 192.168.0.200:2003).1t will take effect

on next reboot.

Load default settings

If you want to... Then...

Load default settings --1) Choose “System settings” > “Advanced

settings”;

--2) Enter the password required ( The default is
159357) ;

--3) Choose “load default settings”, and

press OK’, then “Reboot™ the phone.

Modify password

If you want to... Then...

Modify password -1) Choose “System settings” > “Advanced

settings”;

-2) Enter the password required (The default is

www.escene.cn/en/

Escene Communication



410 Series IPPhone

159357) ;
--3) Choose “modify password ”,then input

“old password ,new password to change

“Advanced password” to login IP phone

Customizing Rings and Volume

If you want to...

This...

Change the ring

tone

--1) Choose “System setting” > “Phone setting” > “Ring type”;

--2) Press navigation to choose ring tone;

--3) Press softkey to choose a ring tone to play a sample of

it.

Press softkey to Stop Playing

Press OK or Ik lect softkey to set the ring tone,

Press softkey to return to previous menu.

Adjust the volume

level

--1) Choose “System setting” > “Phone setting” > “Volume setting”
--2) You can adjust the volume level of following types

-Ring volume: Phone call ring volume,

-Handset volume: Handle output volume,

-Handset mic volume: Handle input volume,

-Speaker volume: Hands-free speaker output volume,

-Speaker mic volume: Hands-free input volume,

-Headset volume: Headphone output volume,

-Headset mic volume: Headset microphone input volume

View status

If you want to see the phone status,Press MENU button > “view status” ,or press OK button >
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“view status”, you can see the detail information of the phone.

If you want to ...... Then......

Network You can see the network detail information of
the phone

Lines You can see the SIP account

software It include phone Mode . software version. kernel
version. Upgrade date. Running time

Expansion Can check the expansion

Diagnose

If you want to check the phone hardware function,Press MENU button > “diagnose” ,or press

OK button > “diagnose”, you can check the phone item as below.

If you want to .... Then ....

Keys You can check the phone keys
LCD Press’OK’to start,press’C’to exit
Lights Press’OK’to start,press’C’to exit
Sound Press’OK’to start
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7. Web Settings

We can configure the IP Phone more handy through web setting. Press OK button on the keypad of
the phone to enter the status page and find out the IP address of IP phone. Enter it (for example
http://192.168.0.200) into the address bar of web browser The default login name is root and
password is 159357.

* Config Guide
* Network
* SIP Account
* Programmable Keys
*+ Expansion Module IPPhone WEB Software
* Audio
* PhoneBook
* Advanced
* Phone Maintenance
* Phone Status
tem Info

Please Select Language:

English b

Administrator:

Software Version: V2.2.62-2733 System Uperad:

.....

Web Version: 2.9.3.2 Web Upgrad:

Config Guide

You can finish the base configuration step-by-step by this guide.

You can finizh the base configration by thisz guide. Click the “next”

to continue

When press ‘next’, you can configure the Network parameters for the phone, You can chose other
option, such as static IP or PPPOE.
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@ Automatic Get DHS

' Manusl DHS

BAC Address

Fort Hanagement

OutboondProxy Server

IF Type
@ THCE
O Static IF
IF Addres=s:
Hetmask:
Gateway:
O PPPOE
U=ername:
Paz=zword:
MT:
DES

Frimary DHS:

Secondary DHS:

MAC Address:

HITF Fort:

Telnet Fort:

Serwer IF:

|192.158.n.zun |

|255;_ ZES. 2550 |

|192. 168, 0, 1 |

kk |

Default: 1500

|192 165, 0. 10 |

|IZE.EI 0.0 |

00:26:86:00:51 .89

SIF

Uzername; |22|:I‘3 | *

Pazzword: ||Ill | *

SIP Server: (192.166.3.101 |

Attention: If you want to get more configuration information, pleaze

click to the appropriate Web page.

Press Finish, the base configuration of the phone is complete, now you can use the phone to call
with sip.
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Network

You can config the network parameters for the phone on the web page.

IF Address: [192. 168.0.200 |

Hetmask: |[255.255.255.0 |

Gateway: |[192.168.0.1 |

(O FPPoE
Uzername: | |
Password: [eseess |
T Default: 1500
DES

Automatic Get DHS

(¥ Manual DHS
Primary INS: [192. 168.0.10 |

Secondary DHS: [0.0.0.0 |

HAC Address
MAC Address: O00:26:5b:00:51:89
Fort Hanagement

HITF Fort:
23 |

Telnet Fort: |23

OntboundProxy Server

Choose network, you will find the following parameters:

Field Description
DHCP Config the phone get ip info from DHCP server
IP Address Config the ip manual for phone
Netmask Config the netmask manual for phone
Gateway Config the gateway manual for phone
Username (pppoe) The pppoe username
Password (pppoe) The pppoe password
MTU (pppoe) The mtu for pppoe, default is 1500
Primary DNS The primary DNS server
Secondary The secondary DNS server
MAC Address Display the MAC of the phone
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HTTP Port The default web port is 80,if you change it(for example change it to88),

You must use IP and Web port to login the web page(for example
http://192.168.0.200:88). It will take effect on next reboot.

Telnet Port the default Telnet port is 23,if you change it(for example change it to
2003),you must use IP and Telnet port to login the manage page (for
example telnet 192.168.0.200:2003).1t will take effect on next reboot.

SIP Account

The phone attempts to register to the SIP server using the account/registrar data provided by the

automatic or manual initialization

5IFr
Enable:
hocount Mode: | VOIF
Display Wame: 2209 |
Username: |22EI'EI | *
futhenticate Hame: |22EI'EI |
Fazzwaord: |---- | *
Label: [2209 |
SIF Server: (192.168.3.101 |
Secondary serwver: | |
OutboundProxy Server: | |
HAT Trawers=al:
STUH Serwer: | |
® sip O TEL
Subscribe Period: Default: 3500s, Min: 20s
Register Expire Time: Default: 3800s, Min: 40s
SIF Transport: {E} 1IF {:} TCE
Call

Amount 0f Line Account Used: [ Default: 21
Do Hot Distwrb: (&) 45500 on

Choose one Account, you will find the following parameters:

Field Description

Enable You can choose on/off to enable/disable the line.
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Account Mode You can choose VOIP/PSTN, when you want to use as PSTN, you should
select PSTN and plug the RJ-11 phone line into the SOR port of the
phone.

Display Name It is showed as Caller ID when making a phone call

Username It is a username provide by SIP Server

Authenticate Name It is authenticated ID for authentication

Password It is a password provide by SIP Server

SIP Server Server for registration, provided by administrator

Register Expire Time | IP phone automatically registered every time

Amount Of Line The line key of account used, default is 2
Account Used

Programmable Keys

In the Programmable Keys option, you can use all the 8 line keys of ES620 as programmable

keys.

[ line keys
Mode Account Name Number
Koyt [ ) | | |
Key2: | Speed Dial v| |Accountt v| | il |
Key3 AsteriskBLF  v| | Account! v| | | | \
Key4 | SpeedDial Prefix v| | Account! v| | || |
ks [oTUE ¥ | | |
Keyé: | SIP URL v  |Bccount | | | |
KeyT: | Asterisk BLA v| |Account1 v| | | ‘ ‘
Keyd: | Line wl| | Account | | | |

|

Choose Programmable Keys, you will find the following parameters:

Field Description
Line (Mode) Use specific Key as Line key, default is Line key
Speed Use specific Key as Speed Dial key
Asterisk Use specific Key as BLF key
Speed Dial Use specific Key as Speed Dial Prefix key
DTMF Use specific Key as DTMF key
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SIP URL Use specific Key as SIP URL
Asterisk BLA Use specific Key as BLA key
Account Select a SIP account relating this programmable key, that is you can
dial
Name The name for the programmable key
Number The phone number relating this programmable key,that is the number you
use the programmable key to dial

Expansion Module

Expansion module is extended Hotline function; you can believe it support more hotline by
using Expansion module. You can refer to 2.Connecting Your Phone about connecting of
Expansion module.

After connecting Expansion module to a phone, you can install it as follow:
1)After installing, you can set parameters of each Extension as follow:

| Keyl: Mode: | Asterisk BLF v Keyl7: Mode: | AsteriskBLF v |

Nombee [ ] Nowbee [ ]

| Key2: Mode: | Asterisk BLF v | Keyl: Mode: | AsteriskBLF v |

Nomber [ ] Number [ ]

Expansion module

Keyn Each Expansion module supports 32 keys.

Mode Five modes:

--Speed Dial: Enable speed dialing in this key;
--Asterisk BLF: Enable BLF in this key;
--Speed Dial Prefix

--DTMF

-- SIP URL

--Broadsoft BLF

--Asterisk BLA

Account A SIP account relates to this key, another word, you will call this

hotline by this SIP account.

Name Description of this hotline.
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Number Number relates to this key.

*Regarding the settings of Expansion module, please confirm the model of your phone is
DS410 _E/DS410 PE.

Audio

The IP phone supports the following voice codes: G.722, G.711A, G.711U, G.723, and G.729A.

You can enable/disable the desired codes via Web interface. Please contact your system
administrator for more details about the codes.

To enable/disable the codes:

1) Choose Audio-> Audio Codes

|Tone

Dial Tome: DialTome 2w Ring Yolume (079):
|Dutput ¥olume (179) Intput ¥olume (177)
Hand=zet ¥Wolume: Hand=zet Mic ¥Wolume:
SpeakerPhone Volume: SpeakerFhone Mic Volume:

Headset wolume:

Headset Mic Yolume:

|¥oice Codec

Fagload Length: |20 % | po High Rate of GTZ23.1:
|Dther

. . II II II Ii

-

VAD: Echo Suppresszion Mode:

| Bing

:

Ring Type: |Ringl W

Uploading RBing Tone

Tpload | | Cancel |

—_

Browse. .. ]

[(Fleaze upload a ring tone with GT11 audic
coding, and the size must less than 300k )]

G722

(Andio Codecs: b GTI14

bl g;éég dizableCode

GT23

EE

2) Use the navigation keys to highlight the desired one in the Enabled/Disable Codes list, and press

== ==
/

the to move to the other list.

3) Choose Submit to save the change.

Of course, you can control the voice bulk in this choose.
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Phone Book

Group

You can add, edit and delete group in a phone book on web page of 410 SERIES.

1) Click “Phone Book” > “Group”,

Click the groupname you can modify or delete the member of the group

[ m | Operation | Group Name | Group Member | Description |

Attention: If you Click ‘Delete Group’ or ‘Delete #11 Group’, the member
S Emranpriean e twi thirs At Er onppleave clivlethe mioip andydelste thelgring:

| Bdd Group | | Delete A1l Group |

If you want to add a Group, you just ought to click ‘Add Group’.

You can edit an existed Group by click &
You can delete an existed Group by click i, if you want to delete all Groups, you just ought to
click *Delete All Group’.

2) When you add a group or edit an existed group, you can set several parameters as follow:

C T O —

| Zubmit | | Cancel |

Group

1D Serial number of a group

Description Description of a group

Group Name Name of a group
Contact

You can add, edit and delete contact in a phone book on web page of 410 SERIES.

The phonebook can storage 300 contact entry.
1) Click “Phone Book” > “Contact”,

In | Operation | Hame Fhone Gy oup

| CAidContzct | [ Delete M1 Comtact | |

If you want to add a Group, you just ought to click ‘Add Contact’.

You can edit an existed Contact by click ‘.
You can delete an existed Contact by click i, if you want to delete all Contacts, you just ought
www.escene.cn/en/
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to click ’Delete All Contact’.
2) When you add a Contact or edit an existed Contact, you can set several parameters as follow:

Contact

Serial Number Serial number of a contact

First Name The First Name of a contact

Last Name The Last Name of a contact

Mobile Number The Numberl phone number of a contact

Office Number The Number2 phone number of a contact

Other Number The Number3 phone number of a contact

Group You can assign a contact to a specific group. If there isn’t any group set
on the phone, the group is None by default.

Account Select a SIP account relating this contact, that is you can dial to the
contact from this SIP account.

LDAP

n.Overview

LDAP stands for Lightweight Directory Access Protocol which is a client-server protocol
for accessing a directory service. LDAP lets you locate organizations, individuals, and other
resources such as files and devices in a network, whether on the Internet or on a corporate
intranet, and whether or not you know the domain name, IP address, or geographic

whereabouts.

An LDAP directory can be distributed among many servers on a network, then replicated and

synchronized regularly.

2.Configuration

Please note that LDAP Phonebook support on ES620\410 SERIES\ES330\ES320\ES310\ES210,
the version must be V2.2.3.1-2210 and higher, then access to the web “Phone Book>LDAP
page, now it support two LDAP, you can find the configured option is like following picture.

the detail configure in the appendix.
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LDAR: ) on'® off

LDAP Name Filter: | |
LDAP Number Filter: | |
Server Address: [0.0.0.0 |
Cwmp Port: 389 |
|

|

|

Base: |

Username: |

Pazsword: |

Max. Hits(1~32000):
LDAP Name Attributes 1:

LDAP MName Attnbutes 2:

LDAP MName Attnibutes 3

LDAP Mumber Attributes 1:

LDAP Mumber Attributes 2:

LDAP Number Attributes 3:
Protocel: ) Version2 &) Version3
Search Delay(ms)(0-2000): [0 |
LDAP Lockup For Incoming Call: &) on O off
LDAP Lockup For PreDislDial: ) on &) off

BanList

You can add, edit and delete banlist in a phone book on web page of 410 SERIES.
1) Click “Phone Book” > “BanList”,

| In |Dperation | Hame | Fhone | Description | Account

| Add Banlist | | Delete A1l Banlist |

If you want to add a BanList, you just ought to click ‘Add BanList’.

You can edit an existed BanList by click &
You can delete an existed BanList by click m, i you want to delete all BanLists, you just ought
to click ’Delete All BanList’.
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2) When you add a BanList or edit an existed BanList, you can set several parameters as follow:

BanList

Serial Number Serial number of a BanList

Description Description of a BanList

First Name The First Name of a ban contact

Last Name The Last Name of a ban contact

Mobile Number The numberl phone number of a ban contact

Home Number The number2 phone number of a ban contact

Office Number The number3 phone number of a ban contact

Account Select a SIP account relating this ban contact, that is the ban contact
can’t dial to this SIP account.

Enterprise Phonebook

You can download Enterprise Phonebook from this web interface. But you should do second
develop on the sip server to enable this function completely.
If the sip server no add some function to hold this option ,this option can be userd.

Eﬁtergnfza Fhoneboolk

[] tuto Download Enterprise Phonebool

Server IF: | |

Faszword: | |

Advanced

Phone Setting

You can use phone setting to set the time, QoS, port Mirroring for the phone.
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Fhone Setting

Basic

FS5TH Setting

Call

Piclup Code

Mez=sagze

¥OIF Call Forward

Mways

Called Ho AnswerTime:

OTHF :

EFC 2533 FPayload:
BackLight:

PSTH Ring Type:
FETH Frefix Code:
YOIF FPrefix Code:

Hoolk:

Hools Fregquency:

Hot Line Function:
Hot Humber:

Auto Answer:

Booking Yoicemail:

Hang woice Play:

= [ J.o0

& FRFC 2553 ) Inband ) SIF Info () Aute
@ & O 23
O ot O @ Time s (Default :60, Min:l, Max:Z55)

PSTH Ring -

[ ]

[ 1]
O -:-ff‘:z}l on

S00

VOIF Ring

Mefault 500 min: 100 max: 1800 )

@ |:|ff'l':_.-:I Immediatels Hot Line O Nelayw

| |
@ |:|)‘:_i:_|'-L"::I on

o |1z3 |

o [#a7 |

D off@ on

Humber: | |

: @ n:-ffc:' on

Set Time Mode:

Manual Setting
2000 | veaqd
Other

If Mo Answer

Ring Frequency:

SINTPE Server:

Daylight Saving Time:
Time Format

Time Zone-GMT
| \ionth] 1

QoS: (40

Check When Upgrade
Software:

Headset Mode: (&) Normal O Seat Mode
Ring Type On Seat Mode: &) Headset O Speaker
Metwork Packet Mirroring:

Z{S}uffOGﬂNumbu:| |

Second (Default: 135, Max: 152)

) SNTP & SIP Server 0 PSTN O hanual

sparky.services.adelaide. edu.au

(*) |spark].r.services.adelaide.edu.au v| List

) |[: senices adelaide edu au Mianmal
]
o (3 24 Hour O 12 Hour

. | GMT+08:00 Beijing

|

| Dav{o | Houd O | 2finues O

| Diff-Serv or Precedence

v BLF Light

| Check
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When used Phone Setting option, you can set several parameters as follow:

Phone Setting

DTMF The DTMF transmitted mode, include RFC 2833,Inband,SIP Info
BackLight The backlight of the phone LCD

Set Time Mode The mode of set time for phone, include SNTP/SIP

Server/PSTN/Manual

Daylight Saving | Enable/disable the DST for the phone

Time

Time Format You can use 24 hour time format or 12 hour time format

Time Zone-GMT You can select different time zone for the phone

Manual Setting This used to manual set time for the phone

QoS The QoS priority, support diff-serv and precedence

Network Packet | When select on, then you can capture the phone’s packet use notebook
Mirroring which connect to pc port of the phone

VLAN Setting

You can add the phone and PC to different VLAN used VLAN Setting option.

VLAH Setting

Yoice PC
Enable VLAN: [] Enable VLAN: []

vID: | | w0 a094) vID: | | w0 a094)

Friority: [ Friority: [

When used VLAN Setting option, you can set several parameters as follow:
VLAN Setting
Enable VLAN You can enable/disable vlan for phone and pc

VID The vlan you want the phone or pc to join
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VPN Setting

VEN Setting

Enatle VEH: [ ]

VEH Type:
LZTE
VEN Server Addr: | |
VEW Uzer Name: | |
VEW Pazsword: | |
SSL_VEN

Attention: The trusted certs dir iz fmot/=sipfvpn/

Upload VFH Config: | |[ Browse. .. J

IF you need to setup a VPN Setting, you should fill below options.
When used VPN  Setting option, you can set several parameters as follow:

VLAN Setting
Enable VPN You can enable/disable VPN for phone and pc
VPN Type: There is two choose you can choice.
VPN Server Addr VPN server's ip
VPN User Name VPN user's name
VPN User Name A password be used for authentication
SSL_VPN You can upload VPN config
BLF setting
BLFGroup

Click the groupname vou can modify or delete the member of the group

| I | Operation | Group Mame |

Attention: If vou Click Delete Group' or Delete All Group' the member of group
can niot within a proup_pleasze click the group and delete the group.

| AﬂdGruuD| | Delete All Group | |P'.Jluser5|

Add Group You can add group
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Delete All Group | You can delete all group

All users You can add users

You can add group

BLF LIST

D -
GroupName: [ |

| submit | | cancel |

After you add group, you can edit or delete group, you also can add user ,press ”All users”

BLFGroup

Click the groupname vou can modify or delete the member of the group

| D | Operation | Group Name
| | & | gscene

Attention: If vou Click Delete Group’ of Delete All Group'.the member of group
can not within a group please click the group and delete the group.

| addGroup | | DeletesliGroup | | Allusers |

You can add contact.

ELF Show Confact

| D | Operation | Name | Phone | Group |

AttentionIf wou want to downlead or upload the contact please go to the "Phone Maintenance” page

| AddContact | | Delete All Contact | | cancel |

You can set user information

BLF Add Contact

Serial Number:
First Name: || | Last Name: |
Phone: | |

BLEGrovg:
I Submit I Cancel
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Trusted Certs

You can upload trusted certs.

| Name | Begin Time | End Time | Operation |

[ Delete Al Certs |

Trusted Ceris upIoad'.| | [ Browse.__. ]

Dial Plan

If you want to setup a dial plan, you can click "Dial Plan".
Send Key: O % @ &

F Dial Length:

Ho Disl Timesut:

10 Operation Prefix | IF Address | Description
1 ] 209 [ 192.168.2.83 [
[dd Fule | [ Delete M1 Rule |

Click "add rule" to entry this interface.

Dail Eule And Fouting

In: Description: l:l
e 00 ] Fort (Default S0B0):
Prafix: I:I
Called Insert Humber: Called Delete Humber:
Fosition: I:l Fozition: l:l
Humber : I:I Length: |:|
Dizable Caller Delete Hunber |ENSEEES

(Hote: When wou want to add code and delete at the zame time, you can add
code first, after that base on the number wou add, decide the position
and length of the delete code )

I Submi t I | Cancel
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Dial Plan Setting
ID Dial Plan ID
1P The ip of a phone which you want to call
prefix The number which you need to press actually if you want to call the
phone

Called Insert | There have two option, Enable or Disable.
Number
Position Which position you want insert the number
Number Waht number you want to insert
Called Delete | There have two option, Enable or Disable.
Number

Tips

(Note: When you want to add code and delete at the same time, you can add code first, after that
base on the number you add, decide the position and length of the delete code.)

Global SIP

You also can setup the SIP server on Global SIP.

Global STF

STIF

ZIF Serwer: | |

Secondary =erwver! | |

Proxy Server

OutboundProxy Serwver: | |

STUH
STUH Serwer: |
Others
Register Expire Time: = Default: 3600s, Min: 40s
Local SIF port: (Defanlt: SOE0]
SIF Transport: (&) uypp () TCP
ETF Fort Range: [10000 | —— [10125 |
SUE Expire Time: [3600 |
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Phone Maintenance

Log

If you need to catch a debugging Level, you need setup on this interface.

O Ho Record
3 call: Debugding Lewvel V‘|
® s1F
O pse
O 1o
Password

You can change the password used to login phone GUI in Password option.

Username:

01ld Paszword:

Hew Pazzword:

Confirm Fassword:

@ Administrater D User

In Password option, you can set several parameters as follow:

Password

Username The login username of the web page

Old Password The old password used to login of the web page
New Password The new password used to login of the web page

Confirm Password The new password used to login of the web page

Administrator Login phone web page used administrator privileged

User Login phone web page used general user privileged
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Default Setting

You can load the phone to the factory default setting in default setting option.

When click this button thiz equipment will restore to the defaunlt status

Pay Attention: It will take effect on next reboot.

| Resetto Factory Setting |

Press the ‘Reset to Factory Setting’ option, the phone will load to factory default setting on next
reboot.

Auto Provision

when you open the auto provision function, the phone will auto provision if the phone detect a
higher software or kernel which are put on the software server .the detail information about auto

provision you can see the appendix.

Auto Provision

Aute Provizion: (3} onO off
Option: [ Default 66, Min:l, Max:Z54)
Frotocol: | TETE s

Seftware Server UEL: |TFTP:,-",-"192. 168, 0. 201 |

Username: | |

Pazsword: | |

futo Dowrload Software
futo Downleoad Kermel
futo Download Config File
D Broadsoft Compatiblity
#uto Download Expansion
futo Downlead Fersonal Phonebaok

Booting Checked

Aute Prowizion Fregqency: |168 Hour (Defamlt T days, Max:30 days )

futo Frowision Time: |None (s

AES Enable: (&) off () on

AES Key: | |

| Auto Provizion Hew |

Submit
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When use auto provision, you can set several parameters as follow:

Auto Provision

Auto Provision You can enable/disable auto provision by select on/off
Protocol The protocol use for auto provision, it include tftp/http/ftp
Software Server | The server address of the auto provision

URL

Username The username provide by provision server

Password The password provide by provision server

Auto Download | This used to auto download software from server

Software

Auto Download | This used to auto download kernel from server

Kernel

Auto Download | This used to auto download config file from server

Config File

Broadsoft This used to compatible the broadsoft format’s config file
Compatibility

Auto Download | This used to auto download expansion’s config from server
Expension

Auto Download | This used to auto download personal phonebook from server
Personal Phonebook

Booting Checked This used to checked the auto provision when phone booting
Auto Provision | This used to set the time interval for auto provision
Frequency

Auto Provision Time | This used to the specific time for auto provision

AES Enable You can enable/disable AES encrypt for auto provision
AES Key The key of the AES

Auto Provision Now | This used to do auto provision immediately

FTP Upgrade

You can upgrade the software, kernel and configure file for the phone use fip.
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FIF Upgrade

Server IF: | |

Filename: | |
Username: | |
Password: | |
e e S
Kernel Upgrade: | Kernel Upzrade

Hote: It'= no necessary to input filename when bacloip,

Configuration: |U1:udate | | Baclup |
Phone EBook: | Update | | Bacloup |
EXT Module: | Update | | Backup |

When use ftp upgrade, you can set several parameters as follow:

FTP Upgrade

Server IP The ip address of the ftp server

Filename The name of the file want to download from ftp server
Username The username provide by ftp server

Password The password provide by ftp server

Software Upgrade Used to upgrade the software of the phone

Kernel Upgrade Used to upgrade the kernel of the phone

Configuration You can used update/backup to update/backup the configure file of the
phone

Phone Book You can used update/backup to update/backup the phonebook of the
phone

EXT Module You can used update/backup to update/backup the expansion of the
phone

TFTP Upgrade

You can upgrade the software, kernel and configure file for the phone use tftp.
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TIFIF Upgrade

Server IF: | |

Filename: | |
Software Upgrade:

Kernel Upgrade: | Kernel Upgrade |

Hote: It's no mecessary to input filenmame when baclup.

Configuration: | Update | | Baclmp |
Phone EBook: | Update | | Baclmp |
ENT Module: | Update | | Backup |

When use tftp upgrade, you can set several parameters as follow:

TFTP Upgrade

Server IP The ip address of the tftp server

Filename The name of the file want to download from ftp server

Software Upgrade Used to upgrade the software of the phone

Kernel Upgrade Used to upgrade the kernel of the phone

Configuration You can used update/backup to update/backup the configure file of the
phone

Phone Book You can used update/backup to update/backup the phonebook of the
phone

EXT Module You can used update/backup to update/backup the expansion of the
phone

HTTP Upgrade

You can upgrade the software, kernel and configure file for the phone use http.

www.escene.cn/en/

Escene Communication



410 SERIES IPPhone

HITF Upgarade C i : I )
HITF Upgrade:
Select a File: | | [ Browsze... ]

Software Upgrade:

Eernel Upgrade: | Eernel Upgrade |

Configuration: | Tpload || Download |

FhoneBool:: | Upload || Townload |

EXT Module: | Upload | | Download |

Log.
#11 Config File:

When use http upgrade, you can set several parameters as follow:

HTTP Upgrade

Select a File Browse the software/kernel/config file you want to upgrade from http

Software Upgrade Used to upgrade the software of the phone

Kernel Upgrade Used to upgrade the kernel of the phone

Configuration You can used upload/download to upload/download the configure file
of the phone

Phone Book You can used upload/download to upload/download the phonebook of
the phone

EXT Module You can used update/backup to update/backup the expansion of the
phone

Reboot

You can use reboot option to reboot the phone.

Reboot

fttention. When click this button this equipment will be reboot, web serwvice

will be interred, pleasze conmect agaln.

When you press ‘Reboot’, the phone will reboot.
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Phone Status

You can see the currently status of the phone when use Phone Status option.

Fhone Status

System Bun Time

Register status

Aocountl
Aocount?:
Aocountd:
Accountd:
EX Modulel:
EX ModuleZ:
EX Module3:
EX Moduled:
EX ModuleS:
EX Modulef:

Hetworlk Status

Connection:

IF Addres=:
Hetmasl:
Gateway:
Primary DHS:
Secondary DHS:
¥YIH IP Address:

Har dware

Hardware ID:

0 Daxl HouwrB Minuted Second

Unregizter
Regiztered
Registered
Tnregister
0ff Line
0ff Line
Off Line
Off Line
Off Line
Off Line

Dymami
192, 168, 2. &3
Z55. 255, 0.1
192, 168. 0. 10
192. 168. 0. 10

System Info

You can view the phone information from here.

Escene Communication
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Phone hMod=l: ES410/D5412

Software Version: V2.2.62-2733
Web Verston: 2832
Kernel Version: v22.8
AntoProvision Server URL: TETP:/192.168.0.201
TFTP Server IP: TFTF./192.168.0.201

Attention:

On this interface ,you can see the software and kernel which we used for test and this user manual
is written base on this software and kernel.

This software version is V2.2.6.2-2733

This kernel version is v2.2.9

About

You can see the phone model when used About option.

IPPhone WEB Software

+ Espansion Module
* Audio

*+ PhoneBook

+ Advanced

+ Phone Maintenance

* Phone Status

Please Select Language:
English

Administrator

System Upgrade:

Web Uperade:
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Appendix:

Auto Provision

Pre-configuration on TFTP/HTTP/HTTPS/FTP Server

When the software or kernel auto-provision is enabled and want to run, IP Phone will
check the software and kernel version at first, so we need make some
pre-configuration on the provisioning server.

Auto Provision for Software:

1. Create a notepad file named*“F000X00.cfg”(the “X” is decided by the model of
the IP phone you are using, for example, if the model is ES620, the file name is
“F000600.cfg”);

*Named rule of the file:
F00600.cfg: for ES620, ES610 and DS622;
F00400.cfg: for 410 SERIES and DS412;
F00300.cfg: for ES310 and DS312;
F00200.cfg: for ES210 and DS212.

2. Open the notepad file “F000X00.cfg” and write the new software name in it, for

example,
S_ES6xx_version2.0.4.6: for ES620, ES610 and DS622;
S 410 SERIES_ version2.0.4.6: for 410 SERIES and DS412;
S ES310 version2.0.4.6: for ES310 and DS312;
S ES210 version2.0.4.6: for ES210 and DS212
Write down the new version you want to upgrade and save it on your
provisioning server.
*Please note that if the version is not older than (and same as) the one on your phone,
auto-provision of your software would be not available.

3. After it, upload the new software to the TFTP/HTTP/HTTPS/FTP provisioning
server and complete the pre-configuration steps.

Auto Provision for Kernel:

1. Create a notepad file named*“K000X00.cfg”(the “X” is decided by the model of
the IP phone you are using, for example, if the model is ES620, the file name is
“K000600.cfg”);

*Named rule of the file:
K00600.cfg: for ES620, ES610 and DS622;
K00400.cfg: for 410 SERIES and DS412;
K00300.cfg: for ES310 and DS312;
K00200.cfg: for ES210 and DS212.

2. Open the notepad file “K000X00.cfg” and write the new kernel name in it, for
example,

K ulmage 600.bin_version2.1.6: for ES620, ES610 and DS622;
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K ulmage 400.bin_version2.1.6: for 410 SERIES and DS412;
K ulmage 300.bin_version2.1.6: for ES310 and DS312;
K ulmage 200.bin_version2.1.6: for ES210 and DS212
Write the new version you want to upgrade and save it on your provisioning
SCrver.
*Please note that if the version is not older than (and same as) the one on your phone,
auto-provision of your kernel would be not available.
3. After it, upload the new kernel to the TFTP/HTTP/HTTPS/FTP provisioning
server and complete the pre-configuration steps.

Configuration files on TFTP/HTTP/HTTPS/FTP Server

e Name of configuration file:

The configuration file on the provisioning server is named as the MAC address of IP
phone itself. Escene’s IP phones support two different configuration files for
auto-provision:

1. Normal Configuration file:

Normal Configuration file is the configuration file of your Escene IP phone. You can
download it from your phone (You can see the following chapter to see how to
download a configuration file from Escene IP hone) and modify by yourself. If the IP
phone’s MAC address is 00:11:22:33:44:55, the normal configuration file of it should
be 001122334455.xml.

2. Broadsoft Configuration files:
Broadsoft Configuration files support the format of Broadsoft [IP-PBX. However, you
can use them for provisioning. There are two files should be set on your provisioning
server, they are also named by the MAC address of your phone
1) 001122334455.cfg: a configuration file for system settings, for example,
network, audio and so on.
2) 001122334455.1xt: a configuration file for SIP accounts.

e Download a configuration file from your phone:

You can download a configuration file from your phone by HTTP as follow:

1. Open the web page of your IP phone, click “Phone Maintenance”>“HTTP
Upgrade”;

2. Then click “Download” of Configuration:
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. Mtention: o mot cut off the electricity when Upgrade!|

HITE Vpgrade:

Select a File: [ ATE. ..

Software Upgrade:
Kernel Vpgrade:
Configtation:
PhoneBook:
ENT Module:

3. If you want to use this file to auto-provision, you just need to modify it by
yourself and rename it to the MAC address of your IP Phone with .xml suffix.

Extern.xml file on TFTP/HTTP/HTTPS/FTP Server

The Extern.xml includes the settings of programmable buttons on the phone and all
Expansion Modules. All the phones can download the settings from a same file and
they will have the same settings (for example, Speed-dial, BLF and so on).

*You can 't rename the file on the provisioning server. The file name is fixed to
Accountl _Extern.xml.(Accountl is the first account you register)

Phonebook on TFTP/HTTP/HTTPS/FTP Server

Escene IP phone supports Enterprise Phonebook and Personal Phonebook.

e Enterprise Phonebook:

Enterprise Phonebook is used for all staffs in your office. All phones will download a
common phonebook for all staffs. The file’s name must be
Enterprise_Phonebook.xml on your provisioning server and you can not rename it.

e Personal Phonebook:

Personal Phonebook is individual for each IP phone. The file on your provisioning
server is named by the first account of your IP phone. If the IP phone’s first account is
1287, the Personal Phonebook of this phone is 1287 Phonebook.xml.

Automatic Provisioning using DHCP Option 66

The following steps will descript auto-provision by TFTP. You also can use HTTP
and FTP for auto-provision with our phones.

DHCP Server: (Microsoft Windows 2003 server)
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Start up the “DHCP Management Console”;

Expand the DHCP scope which will contain the phones

Right-click on the “Scope Options” node

Select “Configure Options”

In the “General” tab, scroll down the list of options and identify the option

labeled “066 Boot Server Host Name”

6. Enable the “066 Boot Server Host Name” and enter the string value according to
the examples discussed previously

string value:

192.168.0.201(TFTP Server IP Address);

7. Click the “OK” button

AP e

IP Phone:

1. Input the IP Phone’s IP Address in browser;

2. Enter user root and password 159357 then open the web page;
3. Click “Phone Maintenance” and select “Auto Provision”;

4. Select like as follows:

futo Frowision

Auto Frowizion: (&) on (0 off
DHCF Option

g |55

Frotocol: | TETEP

Software Server UEL: |TFTP:H192. 165. 0. 201 |

[ Default :66, Min:l, Max:254)

Uszername: | |

Paszword: | |

5. Click “Submit” to save it.

Auto-Provision via fixable TFTP/HTTP/HTTPS/FTP Server

IP Phone:

1. Input the IP Phone’s IP Address in browser;

2. Enter user root and password 159357 then open the web page;
3. Click “Phone Maintenance” and select “Auto Provision”;

4. select like as follows:
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futo Provision

duto Prowision: (&) o (0 off
DHCE Option

Option: (BB

Protocel:

Software Server UEL: |TFTP:H192. 168. 0. 201 |

{ Default 68, Min:l, Max:254)

Username: | |

Password: | |

|:| futo Downdload Software
futo Download Kernel
futo Download Config File
D Broad=oft Compatiblity
futo Download Expension
futo Download Enterprisze Phonebool
futo Download Fersonal Phonebook

EBooting Checlted

#uto Frovision Fregency: |1EE Hour (Default 7 daws, Max:30 days )
Auto Frovision Time: | None s

AES Enable: (& o (0 on

AES Fay: | |

| fute Priwizion How |

It supports three protocols in Auto-Provision:TFTP,HTTP and FTP.
The format with provisioning server URL is:

TFTP:

TFTP://192.168.0.201(192.168.0.201 is the default Server IP address)
HTTP:

HTTP://192.168.0.201

HTTPS:

HTTPS://192.168.0.201

FTP:

FTP://192.168.0.201

Username: the user to login FTP/HTTP/HTTPS server
Password: the password of the user using to login FTP/HTTP/HTTPS server
*Username and password are available in FTP/HTTP/HTTPS only (unavailable in
TFTP).
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Auto Download Software:

Download software from server and upgrade it automatically.
Auto Download Kernel:

Download kernel from server and upgrade it automatically.

Auto Download Config File:
Download configuration file from server and update it automatically.
BroadsoftCompatibility:

If you select this function, you need to put two configuration files (with
Broadsoft format) on the provisioning server. Otherwise, you can download the
configuration file from your phone via HTTP (regarding the steps, you can refer to
“Download a configuration file from your phone” in this document.), modify it
and upload it to the server for auto-provision.

Auto Download Expansion:
Download configuration file of the Programmable buttons on your phone or
Expansion Modules automatically.
Auto Download Enterprise Phonebook:
Download Enterprise Phonebook from server and update it automatically.
Auto Download Personal Phonebook:
Download Personal Phonebook from server and update it automatically.
Booting Checked:
Check all items you had selected and upgrade/update them when the phone boot
Auto Provision Frequency:
The auto provision Frequency which you want.
Auto Provision Time:
The time you want to execute auto-provision.

Examples of Auto Provision Frequency and Time

1) When you set the Auto Provision Frequency and disableAuto Provision Time
(set to None), the Auto Provision function will work after the AutoProvision
Frequency;

2) When you set both Auto Provision Frequency and Auto Provision Time, for
example:
You set the AutoProvision Frequency to 24 hours, and the Auto Provision
Time to 2:00 at 8:00 today (1, Jan), it will pass 24 hours at first and work at the
nearest 2:00, it means that the Auto Provision function will work at 2:00 on the
day after tomorrow (3, Jan).
Therefore, if you want this function work at 23:00 tonight and it is 8:00 now, you
need to set the Auto Provision Frequency to 0 hours and the Auto Provision
Time to 23:00.

AES Encryption:
AES encryption is used for all the setting files of your phone (include configuration
file, Expansion file, Enterprise/Personal Phonebook etc. You just need to enable the
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AES Encryption function and input the AES Key matching the one on your server on.

LDAP CONFIGURE

1. Overview

LDAP stands for Lightweight Directory Access Protocol which is a client-server protocol
for accessing a directory service. LDAP lets you locate organizations, individuals, and other
resources such as files and devices in a network, whether on the Internet or on a corporate
intranet, and whether or not you know the domain name, IP address, or geographic

whereabouts.

An LDAP directory can be distributed among many servers on a network, then replicated and

synchronized regularly.

2. Configuration

Please note that LDAP Phonebook support on ES620\410 SERIES\ES330\ES320\ES310\ES210,
the version must be V2.2.3.1-2210 and higher, then access to the web UI¢ PhoneBook¢
LDAP page, you can find the configured option is like following picture.
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LIAF

LDAF: @ u:-n(::} off

LIAF Hame Filter: | (&(telEphnneHumbel

LIAF Humber Filter: | (&EtelePhoneHumbel

Server Address: |192. 168, 200. 254

Cwmp Port: |38'EI

Baze: | de=escene, de=cn

Vsername: |cn=manager,dc=e54

Pazsword: | ESCENE

Max. Hits (17320000

LDAF Hame Attributes 1: |-:n =n

LDAP Wame Attributes 2 |

LDAP Wame Attributes 3 |

LDAF Humber Attributes 1: |telephonelumber

LDAP Nunber Attributes 2: |

LDAP Number Attributes 3: |

Protocol: D Varsion? @ Vars=iond
Search Delay(ns) (0720007 : [0 |

LDAF Loolmup For Incoeming Call: {5} nn{:} off

LIAP Sorting Resultis: @ on{:} SEE

We introduce each parameter attributes in following section.

3. Attributes

3.1Common Attributes

Abbrevation Name Description

cn commonName Full name of the user.

company company Company or organization
name

gn givenName Firstname  also  called
Christian name

homePhone homeTelephoneNumber | Home Phone number

mobile mobileTelephoneNumber | Mobile or cellular phone
number

0 organizationName Organization name or even
organizational name

ou organizationalUnitName | Usually department or any

vy nanana nnlan/
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sub entity of larger entity
pager pagerTelephoneNumber | Pager telephone number
sn surname Surname,last name  or
family name
- telephoneNumber Office phone number

3.2 Attributes on Fscene  Configured Page
3.2.1 LDAP Name Filter

Description: LDAP name filter is the search criteria for name look ups. The format of the
search filter is compliant to

the standard string representations of LDAP search filters (RFC 2254). The name prefix
for search entered by the user

is represented by the “%” symbol in the filter.

Valid Values: Standard LDAP filters e.g. (&(sn=%)(telephoneNumber=%s))
Default Value: <blank>

Examples:

¢ (&(telephoneNumber=%s)(sn=%))

Returns all LDAP records which have the “telephoneNumber” field set and
the “sn” field starts with the entered prefix.
¢ (|(cn=%s)(sn=%s))

Returns all LDAP records which have the “cn” or “sn” field starting with the entered
prefix.

¢ (Y(cn=%s))

Returns all LDAP records which “do not” have the “cn” field starting with the entered
prefix.

3.2.2 LDAP Number Filter

Description: LDAP number filter is the search criteria for number look ups. The format of
the search filter is compliant to the standard string representations of LDAP search filters

(RFC 2254). The number prefix for search entered by the user is represented by the “%”
symbol in the filter.

Valid Values: Standard LDAP filters e.g.

(I(telephoneNumber=%s)(Mobile=%s)(ipPhone=%s))
Default Value: <blank>

Examples:
¢ (|(telephoneNumber=%s)(Mobile=%s)(ipPhone=%s))

Returns all LDAP records which have the “telephoneNumber” or “Mobile” or
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“ipPhone’field starting with the entered prefix.
¢ (&(telephoneNumber=%s)(sn=*))
Returns all LDAP records which have the “sn” field set and the

“telephoneNumber” field starts with the entered prefix.

3.2.3 Server Address
Description: This setting refers to the DNS name or IP address of the LDAP server.
Default Value: 0.0.0.0
Example:
¢ 192.168.1.100

¢ ldap.company.com

3.24 Port
Description: This setting specifies the LDAP server port.
Default Value: 389

3.2.5 Base
Description: This setting specifies the LDAP search base (the distinguished name of
the search base object) which corresponds to the location in the directory from
which the LDAP search is requested to begin. The search base narrows
the search scope and decreases directory lookup time. If you have
multiple organizational units in your directory (for example, OU=Sales in
0O=COMPANY and OU=Development in O=COMPANY), but the "OU=Sales"
organization never uses AOL AIM, you can restrict the lookup to the
OU=Development subtree only by entering providing the following search base:
OU=Development, O=COMPANY. Other examples see below.
Default Value: <blank>

Examples:
¢ o=UNIVERSITY OF NEW ORLEANS,c=US
¢ o=SFU,c=CA

¢ dc=escene,dc=cn

3.2.6 User Name
Description: This setting specifies the bind “Username” for LDAP servers.
Most LDAP servers allow anonymous binds in which case the setting can be left
blank. However if the LDAP server does not allow anonymous binds, you will need to

provide the Username and Password allowed to query the LDAP server.

Default Value: <blank>
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3.2.7 Password
Description: This setting specifies the bind ‘“Password” for LDAP servers. Escene
phones use “simple” authentication scheme for bind requests. This setting can be left
blank in case the server allows anonymous binds. Otherwise you will need to provide

the Password along with the Username in order to access the LDAP server.

Default Value: <blank>

3.2.8 Max.Hits(1~32000)

Description: ~ This setting specifies the maximum number of search
results to be returned by the LDAP server. If Max.hits is 0 or blank the
LDAP server will return all search results. Please note that a very large value of the
“Max. Hits” will slow down the LDAP Ilookup, therefore the setting
should be configured according to the available bandwidth. The default

value for this setting is blank.

Default Value: 50

3.2.9 LDAP Name Attributes
Description: This setting can be used to specify the “name” attributes of each record
which are to be returned in the LDAP search results. This setting compresses the
search results, as the server only returns the attributes which are requested
by the Escene phone. The setting allows the user to configure multiple
space  separated name  attributes. Please consult your system administrator
regarding which name attributes are to be configured.
Valid Values: Space separated name attributes, see examples below.
Default Value: <blank>
Examples:
¢ cn sn displayName
Requires “cn”, “sn” and “displayName” fields for each LDAP record.

¢ givenName

Requires “givenName” field for each LDAP record.

¢ vorName nachName

Requires “vorName” and “nachName” fields for each LDAP record.

3.2.10 LDAP Number Attributes

Description: This setting can be used to specify the “number” attributes of each

record which are to be returned in the LDAP search results by the LDAP server.
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This setting compresses the search results, as the server only returns the attributes
which are requested. The user can configure multiple space separated number
attributes by using this setting. Please consult you system administrator regarding

which number attributes are to be configured.

Valid Values: space separated number attributes e.g. telephoneNumber Mobile ipPhone

Home
Default Value: <blank>

Examples:
¢ Mobile telephoneNumber ipPhone
Requires “Mobile”, “telephoneNumber” and “ipPhone” fields for each LDAP record.
¢ Home Private Office
Requires “Home”, “Private” and “Office” fields for each LDAP record.

3.2.11 Protocol
Description: Protocol is the protocol version for the phone when send the bind request to
the server. Please make sure your LDAP server support version 3/2 bind request.
Valid Values: version 3/version 2

Default Value: version 3

3.2.12 Search Delay(ms)(0~2000)

Description: This setting is for configuring the delay display time after search.
Valid Values: 0~2000
Default Value: 0

3.2.13 LDAP Lookup for Incoming Call

Description: This setting can be used to enable calling line identification
using LDAP. When the setting is turned

“Enable”, the phone performs an LDAP number search for the incoming number and

displays the name of the calling party accordingly.
Valid Values: <Enabled>, <Disabled>
Default Value: Disabled

3.2.14 LDAP Sorting Results
Description: This setting is for sorting the search results, if make this option “Enabled”,
it will arrange in the first alphabetical of the name order if return the name display; if
only has the number return, it will list in numerical order. Valid Values: <Enabled>,

<Disabled>

Default Value: Disabled

www.escene.cn/en/

Escene Communication



410 SERIES IPPhone

3.2.15 LDAP Lookup for PreDial/Dial

Description: This setting can be used to enable call out line identification using LDAP.

When the setting is turned

“Enabled”, the phone performs an LDAP number search for PreDial or Dial status.
Valid Values: <Enabled>, <Disabled>

Default Value: Disabled

3.3 Example for Configuration

You can use the below settings as a starting point and adjust the filter and display attributes
according to your needs.

LDAP Name Filter: (&(telephoneNumber=%s)(sn=%))
LDAP Number Filter: (&(telephoneNumber=%s)(sn=*))

Server Address: 192.168.200.254  ####tthis setting is relate with the server configuration.

Port: 389 #itH#this setting is relate with the server configuration.
Base: dc=Escene,dc=cn Hi#HH1this setting is relate with the server configuration.

User Name: cn=manager,dc=escene,dc=cn ##HH#H#this setting is relate with the server
configuration.

Password: **#%* #Hi##Htthis setting is relate with the server configuration.
Max.Hits: 50

LDAP Name Attributes: cn sn displayName

LDAP Number Attributes: Mobile telephoneNumber ipPhone

Protocol: Version 3 #itHt#this setting is relate with the server configuration.

Search Delay(ms)(0~2000): 0

LDAP Lookup for Incoming Call: Enabled

LDAP Sorting Results: Enabled

LDAP Lookup for PreDial/Dial: Enabled

4. Configuration on Escene Phone
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e ® 1O off

LIAF Hame Filter: | (&Etelephoneﬂumbe|

LDAP Humber Filter: Mumber=s) (sn=+))[|

Server Address: |192. 1B&. 200. 254 |

Cwmp Fort: |38'3 |

Baze: |dc:e5cene, de=en |
Username: | COEmanager, dc=e5ci
Password: |E5cene |

Max. Hits(1™320000;

LDAF Hame Attributes 1: |l:n

LDAF Hame Attributez 2: |5n

LIAF Humber Attributes 1 |teleph-:-neHumber

LIAP Wamber Attributes 2 |

|
|
LDAP Fame Attributes 3: | |
|
|
|

LIAF Hamber Attributes 3: |

Frotocel: {::' Vers=ions @' Vers=iond
Search Delay (ns) (0°2000): |0 |
LIOAF Loolup For Inceming Call: {?} .:.n{:}' aff
LIAF Sorting Resultis: @ .:,n'f:}' off
LDAF Lookup For Prelial/Dial: &) on (0 off

5. LDAP Server Installation

5.1Install OpenLDAP Server on Windows 2003 System

Install “openldap-2.2.29-db-4.3.29-openssl-0.9.8a-win32 Setup.exe” according to
default prompt,please remember the install path for next steps.
1. Double click the install program to run the installation.
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]'.L-._EL setup — Openl.DAP

Welcome to the OpenLDAP Setup
Wizard
This will install openldap-2.2.29 on your computer.

It iz recommended that you close all other applications before
cortinuing.

Click Mext to continue, or Cancel to exit Setup.

'|':..EL S5etup — OpenlDAP

License Agreement

Flease read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement befare continuing with the installation.

The OpenLDAP Public License
Version 2.8, 17 August 2003

Redistribution and use of this software and associated documentation
" Software"), with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions in source farm must retain copyright statements
and notices,

[£

2. Redistibutions in binany form must reproduce applicable copyright

*} | accept the agreement
) | do not accept the agreement

[ < Back ]L_@eﬁ::— .][ Cancel ]

2. Please remember the install path. E.g. C:\Program Files\OpenLDAP.
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]'.;.EL Setup — OpenlDAP

Select Destination Location
Where should CpenLDAP be installed?

’J Setup will install OpenLDAF into the following folder.

To continue, click Mext. I you would like to select a different folder, click Browse.

| “Program Files"Ope | | [ Browse...

At least 0.7 MB of free disk space is required.

[ < Back ][ Next > ][ Cancel

3. Choose the [Full installation] mode as picture.

]'.;EL Setup — OpenLDAP

Select Components
Which components should be installed?

Select the compaonents you want to install; clear the components you do not want to
install. Click MNext when you are ready to continue.

i Full installation e |
{(®) install OpenLDAF openldap-2.2.29 10.7 MB
f install BDE4ools D2 MB

: install OpenLDAP-slapd as NT service
[ Jinetall OpenLDAP-slupd as NT service

Cumrent selection requires at least 11.4 MB of disk space.

[ < Back

—
1=
2
AT

] [ Cancel ]
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]'g.EL Setup — OpenLDAP

Select Start Menu Folder
‘Where should Setup place the program’s shortcuts?

Setup will create the program’s shortouts in the following Start Menu folder.

To continue, click MNext. I you would like to select a different folder, click Browse.

| [ Erowse...

[ ] Dont create a Start Menu folder

]E.EL Setup — OpenlDAP [__|

Completing the OpenLDAP Setup
Wizard

Setup has finished installing OpenLDAP on your computer. The
application may be launched by selecting the installed icons.

Click: Finishi to exit Setup.
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5.2Configure OpenLDAP Server

5.2.1 Configure slapd.conf file
1.Add “schema” in slapd.conf file
Access to the install path (for example,C:\Program Files\OpenLDAP),open
the file names slapd.conf,find the command

include ./schema/core.schema

Add the other commands like:
include ./schema/cosine.schema
include ./schema/inetorgperson.schema
include ./schema/corba.schema
include ./schema/dyngroup.schema
include ./schema/java.schema
include ./schema/misc.schema
include ./schema/nis.schema
include ./schema/openldap.schema

El slapd. conf — 2

IHE) dwEE B0 ZEFW FERO

I

ucdata-path .fucdata

include -fschemafcore._schema

include ./schemafcosine.schema
include ./schemafinetorgperson.schema
include -fschemafcorba.schema

include -fschema/fdyngroup.schema
include .fschema/java.schema

include ./schema/misc.schema

include ./schemafnis.schema

include -fschemafopenldap.schema

#t Define global ACLs to disable default read access.

2.Modify the LDAP directory node
Access to the install path,open the file names slapd.conf,find the command
suffix “dc=my-domain,dc=com”
rootdn “cn=Manager,dc=my-domain,dc=com”
Please modify these two commands to following commands (please do not
have any space during the quotation marks “”):
suffix “dc=escene,dc=cn”
rootdn “cn=Manager,dc=escene,dc=cn”
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ittt ittt R R R R R R R R R
## BDB database definitions
ittt gttt L R R R R BT

database bdb
suffixz "dc=escene ,dc=cn"
rootdn "cn=Manager,dc=95cene,dc=cnr

# Cleartext passwords, especially for the rootdn, should

3.Modify the LDAP password
Access to the install path,open the file names slapd.conf,find the command

rootpw secret
Please modify it to the password you want to set.
rootpw escene

5.2.2 Runslapd server
Cmd to OpenLDAP’s install path,for example,”cd c:\Program
Files\OpenLDAP” , then run the command “slapd —d 1”’

C:=A\¥FINDO¥5\systeni2icad. exe

Microsoft Windows HP L[ff L.1.268A1
‘g 1985-2881 crosoft Corp.

C:“Documents and Settings“Administrator>cd c:>“Program Files“O0penLDAP

iC:“Program Files“OpenLDAP*slapd —d 1

If run the server successfully,you can find the command of “slapd starting”

zlapd startup: initiated.
hackend_startup: starting '“dc=escene.dc=cn"

hdbh_db_open: dbenv_opent. datal
slapd starting

NOTE:
Please do not close this window to make sure the LDAP Server keep running.

5.2.3 Add contact
Create a plain text named “escene.ldif” in install path.
Then put the content like following:

dn: dc=escene,dc=cn
objectClass: dcObject
objectClass: organization

dc: escene
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0: Escene Organization

dn: cn=Manager,dc=escene,dc=cn
objectClass: organizationalRole

cn: Manager

description: Escene Address Book Administrator
!- escen. 1dif — Rz

IHE) HEE 0 EF 0 R

dn: dc=escene ,dc=cn

objectClass: dcObject

objectClass: organization

dc: escene

0: Escene Organization

dn: cn=Manager ,dc=escene ,dc=cn
objectClass: organizationalRole

cn: Manager

description: Escene Address Book Administrator

Cmd to execute command “ldapadd -xv —D “cn=Manager,dc=escene,dc=cn”
—W —f escene.1dif”.

¢\ Prompt in OpenlDAP di

Microsoft Windows [ yji 5.2.37981
C» | ‘H 1985-2883 Microsoft Corp.

C:“Program Files“\OpenLDAP>1ldapadd —xv -D "cn=Manager.dc=escene.dc=cn" -V —f esce
ne.ldif

Input the password you set,here is escene.
ch Prompt in OpenlDAP directoery — ldapadd —=x
ldap_add: Already exizts C(hB>

C:“Program Files“0penLDAP>ldapadd —-xv -D "cn=Manager.dc=escene.,dc=cn" -l —f esce

ne . 1dif

ldap_initialize{ <{DEFAULT> >
Enter LDAP Password:
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. FPrompt in OpenllAP directory
ldap_add: Already exists (68>

G:“Program Files“OpenLDAF>ldapadd -xv -D “ecn=Manager.dc=escene.dc=cn" -4 —f esce
ne . 1dif
ldap_initialize{ <DEFAULT> >
Enter LDAP Password: add obhjectClass:
dcObject
organization

escene
Escene Organization
new entry "dc=escene.dc=cn"

complete
ldap_add: Already exists (68>

C:“Program Files“OpenLDAP>_

6. Install LDAP Client tool in Windows System

6.1 Install LDAPExploreTool2
Install the LDAPExploreTool2 according to the prompt.

6.2 Create the Configurations in LDAPExploreTool2
1. Run the LDAPExploreTool2,access to File—Configurations.

M LDAPEzplorerTool 2
IE8ES Tools

Open last configuration

Configurations. .

Buit
2. Create the New Configuration

Configurations

Actions

Delete...

a.Fill in a name in Configuration option

www.escene.cn/en/

Escene Communication



410 SERIES IPPhone

Configuration

Configuration | Server | Connection | Option | ssL/TLS |

Configuration name LDAP

Ok Cancel

b.Input the server address on Server option.
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Configuration

Configuration Server | Connection | Option | SSL/TLS |

Server name or IP | 92.168.200.254
Server port [389 ¥ Use default port
Server 55L port [636 ¥ Use default port
Version i -

. O Wl

i Test connection i

Ok | Cancel |

c.Press Test connection,the password is blank(no password),press ok,will
display Test OK.

Enter paszsword E|

Enter user password

I

oK Cancel

Test Eesult [g|

. | } Test 0K

NOTE:
Server name or IP\Server port\Version settings are relate with the settings on
escene phone.

d.Configure the “cn=Manager,dc=escene,dc=cn” on User DN,and tick the
Store password for protect your settings,enter the password which you
configure on the server.
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The Base DN will auto-configure if you press the [Guess value].

Configuration |5_<|

Configuration | Server Connection | option | SSL/TLS |

User DN i:=95cene,dc=cn ™ Anonymous login
Password ]t*mn:* ¥ Store password
Ise S50 port - =

" Yes ™ No
lse TLS - =

(TLS is onby used

L i+
[ Nes "o on non SSL ports)

Base DN dc=escene,dc=c

Test connection |

Ok I Cancel |

After the settings above,you can press [Test connection] to test your settings,if it

prompt warning message,please re-try the steps above again,we can continue the next
steps if the test is passed.

Test Result @

;!‘) Tt (I

Configurations

HE

| Cpen ‘l
Edit:

Delete...

Then you can get the page like following picture. Please right click the
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action to add the contacts.

6.3 Add the Entry

1.Please right click the action to add the contacts.

LDAPExplorerTool 2

File Tools

Entry

Copy to...

Eename. . .

Delete. ..

Search. ..

2.Create new entry.

Parent DN: This setting will automatic generation according the Configuration
setting.

Entry RDN: The format is cn=XXX

Object Class(from schema): Select the structure class which entry belongs to,
each structure class has its own must attributes and may attributes. We select
[Person] for example here.

Must attributes: Double click attribute to add them to the entry node. If need
multi-cn, can be allow to repeat added.

May attributes: Double click attribute to add them to the entry node. If need
multi-Telphonenumber, can be allow to repeat added.
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New entry creation

Parent DN |dc=escene,dc=c
Entry RDN |cn=Blake
Object class (from schema) ||:|er5|:|n j

Object class (manual) |

= cn=Blake,dc=escene, dc=cn
= &n
bu
= cn Must the same as the cn=XXX
Blake ——a- :
& Gbiderehs which configured on the Entry RDN
person
=
2287
MUST attributes MAY attributes
sn userPassword
cn
seaflso
description
Attribute( when schema | Add
is unavailable)

Save Cancel

Please notice the note label on the picture above.
After save the settings, you can find the new added entry at the left of the LDAP

catalogue.

M LDAPEzplorerTool 2

File Tools

4] dc=escens, de=cn

SR Fioot—dc=escen
o en=Manager
i en=Daylay
Leenmbugle

3.You can add more contact entries by these steps.
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Es(ENE

Escene Communication Technology Co.Ltd

Address: Floor 4,Building C,Yuean Industrial Park,Huangcun Road No.51,Tianhe
District,Guangzhou,China.

Postal Code: 510660

Tel: (+86)20-28096798

Fax: (+86)20-28096786

http://www.escene.hk

Technical Support:

E-mail: support@escene.cn
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